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About the Cover Artwork

The cover artwork of this book continues the freedom theme of the first edition of “The Official Samba-3 HOWTO and Reference
Guide’. We may look back upon the past to question the motives of those who have gone before us. Seldom do we realise that
the past owes us no answer, and despite what we may think of the actions of those who have travelled lifes’ road before us, we
must feel a sense of pride and gratitude for those who, in the past, have protected our liberties.

Developments in information technology continue to move at an alarming pace. Human nature causes us to adopt and embrace
new developments that appear to answer the needs of the moment, but that can entrap us at a future date. There are many
examples in the short history of information technology. MS-DOS was seen as a tool that liberated users from the tyrany of
large computer system operating costs, and that made possible the rapid progres we are beneficiaries of today. Yet today we are
inclined to look back with disdain on MS-DOS as an obsolete and constraining technology that belongs are an era that is best
forgotten.

The embrace of Windows networking, Windows NT4, and MS Active Directory in more recent times, may seem modern and
progressive today, but sooner or later something better will replace them. The current preoccupation with extended identity
management solutions and with directories is not unexpected. The day will come that these too will be evaluated, and what may
seem refreshing and powerful may be better recogized as the chilly winds of the night. To argue against progress is unthinkable,
no matter what may lie ahead.

The development of Samba is moving forwards. The changes since Samba 3.0.0 are amazing, yet many users would like to see
more and faster progress. The benefits of recent developments can be realized quickly, but documentation is necessary to unlock
the pandoras’ box. It is our hope that this book will help the network administrator to rapidly deploy the new features with
minimum effort. As you deploy and gain mileage from the new enablement, take the time to think through what may lie ahead.
Above all, take stock of the freedom of choice that Samba provides in your world, and enjoy the new potential for seamless
interoperability.




The Official Samba 3.5.x HOWTO and

Reference Guide

WORKING PAPER

XXXiV

Attribution

How to Install and Test SAMBA

e Andrew Tridgellmailto:tridge@samba.org

e Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org

* Karl Auermailto:kauer@biplane.com.au

e Dan Shearermailto:dan@samba.org
Fast Start: Cure for Impatience

e John H. Terpstramailto: jht@samba.org
Server Types and Security Modes

e Andrew Tridgellmailto:tridge@samba.org
* Jelmer R. Vernooijmailto: jelmer@samba.org

e John H. Terpstramailto: jht@samba.org
Domain Control

e John H. Terpstramailto: jht@samba.org

Gerald (Jerry) Cartermailto: jerry@samba.org
¢ David Bannonmailto:dbannon@samba.org

* Guenther Deschnermailto:gd@samba.org (LDAP updates)
Backup Domain Control

e John H. Terpstramailto: jht@samba.org
e Volker Lendeckemailto:Volker.Lendecke@SerNet .DE

* Guenther Deschnermailto:gd@samba.org (LDAP updates)
Domain Membership

e John H. Terpstramailto: jht@samba.org

e Jeremy Allisonmailto: jra@samba.org



mailto:tridge@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:kauer@biplane.com.au
mailto:dan@samba.org
mailto:jht@samba.org
mailto:tridge@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jerry@samba.org
mailto:dbannon@samba.org
mailto:gd@samba.org
mailto:jht@samba.org
mailto:Volker.Lendecke@SerNet.DE
mailto:gd@samba.org
mailto:jht@samba.org
mailto:jra@samba.org

The Official Samba 3.5.x HOWTO and

Reference Guide

WORKING PAPER

XXXV

Gerald (Jerry) Cartermailto: jerry@samba.org
* Andrew Tridgellmailto:tridge@samba.org
¢ Jelmer R. Vernooijmailto: jelmer@samba.org

* Guenther Deschnermailto:gd@samba.org (LDAP updates)
Standalone Servers

e John H. Terpstramailto: jht@samba.org

MS Windows Network Configuration Guide

e John H. Terpstramailto: jht@samba.org

Important and Critical Change Notes for the Samba 3.x Series

e John H. Terpstramailto: jht@samba.org

* Gerald (Jerry) Cartermailto: jerry@samba.org
Network Browsing

e John H. Terpstramailto: jht@samba.org
 Jelmer R. Vernooijmailto: jelmer@samba.org

¢ Jonathan Johnsonmailto: jon@sutinen.com
Account Information Databases

 Jelmer R. Vernooijmailto: jelmer@samba.org

e John H. Terpstramailto: jht@samba.org

Gerald (Jerry) Cartermailto: jerry@samba.org
e Jeremy Allisonmailto: jra@samba.org

* Guenther Deschnermailto:gd@samba.org (LDAP updates)

Olivier (lem) Lemairemailto:o0lem@IDEALX.org
Group Mapping: MS Windows and UNIX

e John H. Terpstramailto: jht@samba.org
* Jean Frangois Micouleau

* Gerald (Jerry) Cartermailto: jerry@samba.org
Remote and Local Management: The Net Command

e John H. Terpstramailto: jht@samba.org
e Volker Lendeckemailto:Volker.Lendecke@SerNet .DE

¢ Guenther Deschnermailto:gd@samba.org

Identity Mapping (IDMAP)



mailto:jerry@samba.org
mailto:tridge@samba.org
mailto:jelmer@samba.org
mailto:gd@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jerry@samba.org
mailto:jht@samba.org
mailto:jelmer@samba.org
mailto:jon@sutinen.com
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:jerry@samba.org
mailto:jra@samba.org
mailto:gd@samba.org
mailto:olem@IDEALX.org
mailto:jht@samba.org
mailto:jerry@samba.org
mailto:jht@samba.org
mailto:Volker.Lendecke@SerNet.DE
mailto:gd@samba.org

The Official Samba 3.5.x HOWTO and

Reference Guide WORKING PAPER

XXXVi

* John H. Terpstramailto: jht@samba.org
User Rights and Privileges

* Gerald (Jerry) Cartermailto: jerry@samba.org

e John H. Terpstramailto: jht@samba.org
File, Directory, and Share Access Controls

* John H. Terpstramailto: jht@samba.org
e Jeremy Allisonmailto: jra@samba.org

* Jelmer R. Vernooijmailto: jelmer@samba.org (drawing)
File and Record Locking

e Jeremy Allisonmailto: jra@samba.org
 Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org

e Eric Rosememailto:eric.roseme@hp.com
Securing Samba

* Andrew Tridgellmailto:tridge@samba.org

e John H. Terpstramailto: jht@samba.org
Interdomain Trust Relationships

e John H. Terpstramailto: jht@samba.org
¢ Rafal Szczesniakmailto:mimir@samba.org
 Jelmer R. Vernooijmailto: jelmer@samba.org (drawing)

» Stephen Langasekmailto:vorlon@netexpress.net
Hosting a Microsoft Distributed File System Tree

¢ Shirish Kalelemailto:samba@samba.org

e John H. Terpstramailto: jht@samba.org
Classical Printing Support

e Kurt Pfeiflemailto:kpfeifleldanka.de
* Gerald (Jerry) Cartermailto: jerry@samba.org

e John H. Terpstramailto: jht@samba.org
CUPS Printing Support

e Kurt Pfeiflemailto:kpfeiflelRdanka.de



mailto:jht@samba.org
mailto:jerry@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jra@samba.org
mailto:jelmer@samba.org
mailto:jra@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:eric.roseme@hp.com
mailto:tridge@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:mimir@samba.org
mailto:jelmer@samba.org
mailto:vorlon@netexpress.net
mailto:samba@samba.org
mailto:jht@samba.org
mailto:kpfeifle@danka.de
mailto:jerry@samba.org
mailto:jht@samba.org
mailto:kpfeifle@danka.de

The Official Samba 3.5.x HOWTO and
Reference Guide

WORKING PAPER

XXXVii

e Ciprian Vizitiumailto:CVizitiu@gbif.org (drawings)

* Jelmer R. Vernooijmailto: jelmer@samba.org (drawings)
Stackable VFS modules

* Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org

e Tim Pottermailto:tpot@samba.org

» Simo Sorce (original vfs_skel README)

* Alexander Bokovoy (original vfs_netatalk docs)

» Stefan Metzmacher (Update for multiple modules)

» Ed Riddle (original shadow_copy docs)
Winbind: Use of Domain Accounts

e Tim Pottermailto:tpot@linuxcare.com.au

e Andrew Tridgellmailto:tridge@samba.org

* Naag Mummanenimailto:getnagl@rediffmail.com (Notes for Solaris)
e John Trostelmailto: jtrostel@snapserver.com

 Jelmer R. Vernooijmailto: jelmer@samba.org

e John H. Terpstramailto: jht@samba.org
Advanced Network Management

e John H. Terpstramailto: jht@samba.org
System and Account Policies

e John H. Terpstramailto: jht@samba.org
Desktop Profile Management

e John H. Terpstramailto: jht@samba.org
PAM-Based Distributed Authentication

* John H. Terpstramailto: jht@samba.org

» Stephen Langasekmailto:vorlon@netexpress.net
Integrating MS Windows Networks with Samba

e John H. Terpstramailto: jht@samba.org
Unicode/Charsets

 Jelmer R. Vernooijmailto: jelmer@samba.org



mailto:CVizitiu@gbif.org
mailto:jelmer@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:tpot@samba.org
mailto:tpot@linuxcare.com.au
mailto:tridge@samba.org
mailto:getnag@rediffmail.com
mailto:jtrostel@snapserver.com
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:vorlon@netexpress.net
mailto:jht@samba.org
mailto:jelmer@samba.org

The Official Samba 3.5.x HOWTO and
Reference Guide

WORKING PAPER

XXXViii

* John H. Terpstramailto: jht@samba.org

* TAKAHASHI Motonobumailto:monyo@home.monyo.com (Japanese character support)
Backup Techniques

* John H. Terpstramailto: jht@samba.org

High Availability

e John H. Terpstramailto: jht@samba.org

e Jeremy Allisonmailto: jra@samba.org
Handling Large Directories

e Jeremy Allisonmailto: jra@samba.org

e John H. Terpstramailto: jht@samba.org
Advanced Configuration Techniques

e John H. Terpstramailto: jht@samba.org
Updating and Upgrading Samba

 Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org

* Gerald (Jerry) Cartermailto: jerry@samba.org
Migration from NT4 PDC to Samba-3 PDC

e John H. Terpstramailto: jht@samba.org
SWAT: The Samba Web Administration Tool

e John H. Terpstramailto: jht@samba.org

The Samba Checklist

e Andrew Tridgellmailto:tridge@samba.org
e Jelmer R. Vernooijmailto: jelmer@samba.org

¢ Dan Shearermailto:dan@samba.org
Analyzing and Solving Samba Problems

* Gerald (Jerry) Cartermailto: jerry@samba.org
* Jelmer R. Vernooijmailto: jelmer@samba.org
e David Bannonmailto:dbannon@samba.org

e Dan Shearermailto:dan@samba.org

Reporting Bugs



mailto:jht@samba.org
mailto:monyo@home.monyo.com
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jra@samba.org
mailto:jra@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:jerry@samba.org
mailto:jht@samba.org
mailto:jht@samba.org
mailto:tridge@samba.org
mailto:jelmer@samba.org
mailto:dan@samba.org
mailto:jerry@samba.org
mailto:jelmer@samba.org
mailto:dbannon@samba.org
mailto:dan@samba.org

The Official Samba 3.5.x HOWTO and
Reference Guide

WORKING PAPER

XXXiX

* John H. Terpstramailto: jht@samba.org
 Jelmer R. Vernooijmailto: jelmer@samba.org

* Andrew Tridgellmailto:tridge@samba.org
Managing TDB Files

e John H. Terpstramailto: jht@samba.org
How to Compile Samba

 Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org

* Andrew Tridgellmailto:tridge@samba.org
Portability

e Jelmer R. Vernooijmailto: jelmer@samba.org

e John H. Terpstramailto: jht@samba.org
Samba and Other CIFS Clients

* Jelmer R. Vernooijmailto: jelmer@samba.org
e John H. Terpstramailto: jht@samba.org
e Dan Shearermailto:dan@samba.org

* Jim McDonoughmailto: jmcd@us. ibm. com (0S/2)
Samba Performance Tuning

e Paul Cochranemailto:paulc@dth.scot.nhs.uk
* Jelmer R. Vernooijmailto: jelmer@samba.org

e John H. Terpstramailto: jht@samba.org

LDAP and Transport Layer Security

* Gavin Henrymailto:ghenry@suretecsystems.com
DNS and DHCP Configuration Guide

* John H. Terpstramailto: jht@samba.org



mailto:jht@samba.org
mailto:jelmer@samba.org
mailto:tridge@samba.org
mailto:jht@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:tridge@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:dan@samba.org
mailto:jmcd@us.ibm.com
mailto:paulc@dth.scot.nhs.uk
mailto:jelmer@samba.org
mailto:jht@samba.org
mailto:ghenry@suretecsystems.com
mailto:jht@samba.org

The Official Samba 3.5.x HOWTO and
Reference Guide

WORKING PAPER

xl

Foreword

When John first asked me to write an introductory piece for his latest book, I was somewhat mystified as to why he chose me. A
conversation with John provided some of the rationale, and he left it to me to fill in the rest of the story. So, if you are willing to
endure a little bit of background, I will provide the part of the story that John wouldn’t provide.

I am the Director of Corporate Standards at Sun Microsystems, and manage Sun’s standards portfolio. Before that, I was the
Director of Standards at Netscape, which was when I met John. Before Sun, there was Digital Equipment Corporation, also
standards. I’ve written several books on standards, and tend to observe (and occasionally help) the technical and business trends
that drive standardization as a discipline. I tend to see standardization as a management tool, not as a technical discipline and
this is part of the rationale that John provided.

The book that you have before you focuses on a particular standardized way of doing something hence, it is a book about a
standard. The most important thing to keep in mind about a standard is the rationale for its creation. Standards are created not for
technical reasons, not for business reasons, but for a deeper and much more compelling reason. Standards are created and used
to allow people to communicate in a meaningful way. Every standard, if it is a true standard, has as its entire (and only) goal set
the increasing of relevant communication between people.

This primary goal cannot be met however, unless the standard is documented. I have been involved in too many standardization
efforts when it became apparent that everybody knows was the dominant emotion of those providing documentation. They of the
ever present they say and they know are the bane of good standards. If they know, why are you doing a standard?

A good standard survives because people know how to use it. People know how to use a standard when it is so transparent,
so obvious, and so easy that it becomes invisible. And a standard becomes invisible only when the documentation describing
how to deploy it is clear, unambiguous, and correct. These three elements must be present for a standard to be useful, allowing
communication and interaction between two separate and distinct entities to occur without obvious effort. As you read this
book, look for the evidence of these three characteristics and notice how they are seamlessly woven into John’s text. Clarity and
unambiguity without correctness provide a technical nightmare. Correctness and clarity with ambiguity create maybe bits, and
correctness and unambiguity without clarity provide a muddle through scenario.

And this is the rest of the story that John couldn’t (or wouldn’t) bring himself to state. This book provides a clear, concise,
unambiguous, and technically valid presentation of Samba to make it useful to a user to someone who wants to use the standard to
increase communication and the capability for communication between two or more entities whether person-machine, machine-
machine, or person-person. The intent of this book is not to convince anyone of any agenda political, technical, or social. The
intent is to provide documentation for users who need to know about Samba, how to use it, and how to get on with their primary
responsibilities. While there is pride on John’s part because of the tremendous success of the Samba documentation, he writes
for the person who needs a tool to accomplish a particular job, and who has selected Samba to be that tool.

The book is a monument to John’s perseverance and dedication to Samba and in my opinion to the goal of standardization. By
writing this book, John has provided the users of Samba those that want to deploy it to make things better a clear, easy, and
ultimately valuable resource. Additionally, he has increased the understanding and utility of a highly useful standard, and for
this, as much as for the documentation, he is owed a debt of gratitude by those of us who rely on standards to make our lives
more manageable.

Carl Cargill, Senior Director
Corporate Standardization, The Office of the CTO
Sun Microsystems
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Preface

The editors wish to thank you for your decision to purchase this book. The Official Samba-3 HOWTO and Reference Guide is
the result of many years of accumulation of information, feedback, tips, hints, and happy solutions.

Please note that this book is a living document, the contents of which are constantly being updated. We encourage you to
contribute your tips, techniques, helpful hints, and your special insight into the Windows networking world to help make the next
generation of this book even more valuable to Samba users.

We have made a concerted effort to document more comprehensively than has been done previously the information that may
help you to better deploy Samba and to gain more contented network users.

This book provides example configurations, it documents key aspects of Microsoft Windows networking, provides in-depth
insight into the important configuration of Samba-3, and helps to put all of these into a useful framework.

The most recent electronic versions of this document can be found at http://www.samba.org/ on the ‘Documentation’ page.
Updates, patches and corrections are most welcome. Please email your contributions to any one of the following:

Jelmer Vernooij (jelmer @samba.org)
John H. Terpstra (jht@samba.org)
Gerald (Jerry) Carter (jerry @samba.org)

We wish to advise that only original and unencumbered material can be published. Please do not submit content that is not your
own work unless proof of consent from the copyright holder accompanies your submission.

Conventions Used
The following notation conventions are used throughout this book:
* TOSHARG?2 is used as an abbreviation for the book, ‘The Official Samba-3 HOWTO and Reference Guide, Second Edition’

Editors: John H. Terpstra and Jelmer R. Vernooij, Publisher: Prentice Hall, ISBN: 0131882228.

* S3bE2 is used as an abbreviation for the book, ‘Samba-3 by Example, Second Edition” Editors: John H. Terpstra, Publisher:
Prentice Hall, ISBN: 013188221X.

* Directories and filenames appear in mono-font. For example, /etc/pam.conf.
* Executable names are bolded. For example, smbd.
* Menu items and buttons appear in bold. For example, click Next.

* Selecting a menu item is indicated as: Start — Control Panel — Administrative Tools — Active Directory Users and Computers
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Introduction

¢ A man’s gift makes room for him before great men. Gifts are like hooks that can catch hold of the mind taking it beyond the
reach of forces that otherwise might constrain it. > --- Anon.

This is a book about Samba. It is a tool, a derived work of the labors of many and of the diligence and goodwill of more than a
few. This book contains material that has been contributed in a persistent belief that each of us can add value to our neighbors as
well as to those who will follow us.

This book is designed to meet the needs of the Microsoft network administrator. UNIX administrators will benefit from this book
also, though they may complain that it is hard to find the information they think they need. So if you are a Microsoft certified
specialist, this book should meet your needs rather well. If you are a UNIX or Linux administrator, there is no need to feel badly
— you should have no difficulty finding answers to your current concerns also.

What Is Samba?

Samba is a big, complex project. The Samba project is ambitious and exciting. The team behind Samba is a group of some thirty
individuals who are spread the world over and come from an interesting range of backgrounds. This team includes scientists,
engineers, programmers, business people, and students.

Team members were drawn into active participation through the desire to help deliver an exciting level of transparent interoper-
ability between Microsoft Windows and the non-Microsoft information technology world.

The slogan that unites the efforts behind the Samba project says: Samba, Opening Windows to a Wider World! The goal behind
the project is one of removing barriers to interoperability.

Samba provides file and print services for Microsoft Windows clients. These services may be hosted off any TCP/IP-enabled
platform. The original deployment platforms were UNIX and Linux, though today it is in common use across a broad variety of
systems.

The Samba project includes not only an impressive feature set in file and print serving capabilities, but has been extended to
include client functionality, utilities to ease migration to Samba, tools to aid interoperability with Microsoft Windows, and
administration tools.

The real people behind Samba are users like you. You have inspired the developers (the Samba Team) to do more than any of
them imagined could or should be done. User feedback drives Samba development. Samba-3 in particular incorporates a huge
amount of work done as a result of user requests, suggestions and direct code contributions.

Why This Book?

There is admittedly a large number of Samba books on the market today and each book has its place. Despite the apparent
plethora of books, Samba as a project continues to receive much criticism for failing to provide sufficient documentation. Samba
is also criticized for being too complex and too difficult to configure. In many ways this is evidence of the success of Samba as
there would be no complaints if it was not successful.

The Samba Team members work predominantly with UNIX and Linux, so it is hardly surprising that existing Samba documen-
tation should reflect that orientation. The original HOWTO text documents were intended to provide some tips, a few golden
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nuggets, and if they helped anyone then that was just wonderful. But the HOWTO documents lacked structure and context.
They were isolated snapshots of information that were written to pass information on to someone else who might benefit. They
reflected a need to transmit more information that could be conveniently put into manual pages.

The original HOWTO documents were written by different authors. Most HOWTO documents are the result of feedback and
contributions from numerous authors. In this book we took care to preserve as much original content as possible. As you read
this book you will note that chapters were written by multiple authors, each of whom has his own style. This demonstrates the
nature of the Open Source software development process.

Out of the original HOWTO documents sprang a collection of unofficial HOWTO documents that are spread over the Internet. It
is sincerely intended that this work will not replace the valuable unofficial HOWTO work that continues to flourish. If you are
involved in unofficial HOWTO production then please continue your work!

Those of you who have dedicated your labors to the production of unofficial HOWTOs, to Web page information regarding
Samba, or to answering questions on the mailing lists or elsewhere, may be aware that this is a labor of love. We would like
to know about your contribution and willingly receive the precious pearls of wisdom you have collected. Please email your
contribution to John H. Terpstra (jht@samba.org). As a service to other users we will gladly adopt material that is technically
accurate.

Existing Samba books are largely addressed to the UNIX administrator. From the perspective of this target group the existing
books serve an adequate purpose, with one exception — now that Samba-3 is out they need to be updated!

This book, the Official Samba-3 HOWTO and Reference Guide, includes the Samba-HOWTO-Collection.pdf that ships with
Samba. These documents have been written with a new design intent and purpose.

Over the past two years many Microsoft network administrators have adopted Samba and have become interested in its deploy-
ment. Their information needs are very different from that of the UNIX administrator. This book has been arranged and the
information presented from the perspective of someone with previous Microsoft Windows network administrative training and
experience.

Book Structure and Layout

This book is presented in six parts:

General Installation Designed to help you get Samba-3 running quickly. The Fast Start chapter is a direct response to requests
from Microsoft network administrators for some sample configurations that just work.

Server Configuration Basics The purpose of this section is to aid the transition from existing Microsoft Windows network
knowledge to Samba terminology and norms. The chapters in this part each cover the installation of one type of Samba
server.

Advanced Configuration The mechanics of network browsing have long been the Achilles heel of all Microsoft Windows users.
Samba-3 introduces new user and machine account management facilities, a new way to map UNIX groups and Windows
groups, Interdomain trusts, new loadable file system drivers (VFS), and more. New with this document is expanded printing
documentation, as well as a wealth of information regarding desktop and user policy handling, use of desktop profiles, and
techniques for enhanced network integration. This section makes up the core of the book. Read and enjoy.

Migration and Updating A much requested addition to the book is information on how to migrate from Microsoft Windows
NT4 to Samba-3, as well as an overview of what the issues are when moving from Samba-2.x to Samba-3.

Troubleshooting This short section should help you when all else fails.

Reference Section Here you will find a collection of things that are either too peripheral for most users, or are a little left of
field to be included in the main body of information.

Welcome to Samba-3 and the first published document to help you and your users to enjoy a whole new world of interoperability
between Microsoft Windows and the rest of the world.
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Part I

General Installation
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Chapter 1

How to Install and Test SAMBA

Andrew Tridgell Jelmer R. Vernooij John H. Terpstra Karl Auer Dan Shearer

1.1 Obtaining and Installing Samba

Binary packages of Samba are included in almost any Linux or UNIX distribution. There are also some packages available at the
Samba home page. Refer to the manual of your operating system for details on installing packages for your specific operating
system.

If you need to compile Samba from source, check How to Compile Samba.

1.2 Configuring Samba (smb.conf)

Samba’s configuration is stored in the smb . conf file, which usually resides in /etc/samba/smb.conf or /usr/local/
samba/lib/smb.conf. You can either edit this file yourself or do it using one of the many graphical tools that are available,
such as the Web-based interface SWAT, that is included with Samba.

1.2.1 Configuration File Syntax

The smb. conf file uses the same syntax as the various old . ini files in Windows 3.1: Each file consists of various sections,
which are started by putting the section name between brackets ([ ]) on a new line. Each contains zero or more key/value pairs
separated by an equality sign (=). The file is just a plaintext file, so you can open and edit it with your favorite editing tool.

Each section in the smb . conf file represents either a share or a meta-service on the Samba server. The section [global]
is special, since it contains settings that apply to the whole Samba server. Samba supports a number of meta-services, each
of which serves its own purpose. For example, the [homes] share is a meta-service that causes Samba to provide a personal
home share for each user. The [printers] share is a meta-service that establishes print queue support and that specifies the
location of the intermediate spool directory into which print jobs are received from Windows clients prior to being dispatched to
the UNIX/Linux print spooler.

The printers meta-service will cause every printer that is either specified in a printcap file, via the Ipstat, or via the CUPS
API, to be published as a shared print queue. The printers stanza in the smb.conf file can be set as not browseable. If it
is set to be browseable, then it will be visible as if it is a share. That makes no sense given that this meta-service is responsible
only for making UNIX system printers available as Windows print queues. If a comment parameter is specified, the value of it
will be displayed as part of the printer name in Windows Explorer browse lists.

Each section of the smb . conf file that specifies a share, or a meta-service, is called a stanza. The global stanza specifies
settings that affect all the other stanzas in the smb . conf file. Configuration parameters are documented in the smb . conf man
page. Some parameters can be used only in the global stanza, some only in share or meta-service stanzas, and some can be
used globally or just within a share or meta-service stanza.
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A minimal smb.conf contains a very minimal smb . conf.

Example 1.1 A minimal smb.conf

( [global]
workgroup = WKG
netbios name = MYNAME
[sharel ]
path = /tmp
[ share2 ]
path = /my_shared_folder
comment = Some random files

1.2.2 TDB Database File Information

This section contains brief descriptions of the databases that are used by Samba-3.

The directory in which Samba stores the tdb files is determined by compile-time directives. Samba-3 stores tdb files in two
locations. The best way to determine these locations is to execute the following command:

root# smbd -b | grep PRIVATE_DIR
PRIVATE_DIR: /etc/samba/private

This means that the confidential tdb files are stored in the /etc/samba/private directory. Samba-3 also uses a number of
tdb files that contain more mundane data. The location of these files can be found by executing:

root# smbd -b | grep LOCKDIR
LOCKDIR: /var/lib/samba

Therefore the remaining control files will, in the example shown, be stored in the /var/1ib/samba directory.

The persistent tdb files are described in the Persistent TDB File Descriptions table. All persistent tdb files should be regu-
larly backed up. Use the tdbbackup utility to backup the tdb files. All persistent tdb files must be preserved during machine
migrations, updates and upgrades.

The temporary tdb files do not need to be backed up, nor do they need to be preseved across machine migrations, updates or
upgrades. The temporary tdb files are described in the Temporary TDB File Descriptions.

1.2.3 Starting Samba

Samba essentially consists of two or three daemons. A daemon is a UNIX application that runs in the background and provides
services. An example of a service is the Apache Web server for which the daemon is called httpd. In the case of Samba there
are three daemons, two of which are needed as a minimum.

The Samba server is made up of the following daemons:

nmbd This daemon handles all name registration and resolution requests. It is the primary vehicle involved in network browsing.
It handles all UDP-based protocols. The nmbd daemon should be the first command started as part of the Samba startup
process.

smbd This daemon handles all TCP/IP-based connection services for file- and print-based operations. It also manages local
authentication. It should be started immediately following the startup of nmbd.

winbindd This daemon should be started when Samba is a member of a Windows NT4 or ADS domain. It is also needed when
Samba has trust relationships with another domain. The winbindd daemon will check the smb . conf file for the presence
of the idmap uidand idmap gid parameters. If they are are found, winbindd will use the values specified for for UID
and GID allocation. If these parameters are not specified, winbindd will start but it will not be able to allocate UIDs or
GIDs.
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Name

Description

account_policy

Samba/NT account policy settings, includes password expi-
ration settings.

group_mapping

Mapping table from Windows groups/SID to UNIX groups.

ntdrivers

Stores per-printer installed driver information.

ntforms

Stores per-printer installed forms information.

ntprinters

Stores the per-printer devmode configuration settings.

passdb

Exists only when the tdbsam passwd backend is used. This
file stores the SambaSAMAccount information. Note: This
file requires that user POSIX account information is avail-
able from either the /etc/passwd file, or from an alternative
system source.

registry

Read-only Samba database of a Windows registry skeleton
that provides support for exporting various database tables
via the winreg RPCs.

secrets

This file stores the Workgroup/Domain/Machine SID, the
LDAP directory update password, and a further collection
of critical environmental data that is necessary for Samba
to operate correctly. This file contains very sensitive in-
formation that must be protected. It is stored in the PRI-
VATE_DIR directory.

share_info

Stores per-share ACL information.

winbindd_idmap

Winbindd’s local IDMAP database.

Table 1.1: Persistent TDB File Descriptions
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Name

Description

Backup

brlock

Byte-range locking information.

No

connections

A temporary cache for current connec-
tion information used to enforce max
connections.

no

eventlog/*tdb

Records of eventlog entries. In most
circumstances this is just a cache of
system logs.

no

gencache

Generic caching database for dead
WINS servers and trusted domain data.

no

login_cache

A temporary cache for login informa-
tion, in particular bad password at-
tempts.

no

messages

Temporary storage of messages being
processed by smbd.

no

netsamlogon_cache

Caches user net_info_3 structure data
from net_samlogon requests (as a do-
main member).

no

perfmon/*.tdb

Performance counter information.

no

printing/*.tdb

Cached output from Ipq command cre-
ated on a per-print-service basis.

no

schannel_store

A confidential file, stored in the PRI-
VATE_DIR, containing crytographic
connection information so that clients
that have temporarily disconnected can
reconnect without needing to renegoti-
ate the connection setup process.

no

sessionid

Temporary cache for miscellaneous
session information and for utmp han-
dling.

no

unexpected

Stores packets received for which no
process is actively listening.

no

winbindd_cache

Cache of Identity information received
from an NT4 domain or from ADS. In-
cludes user lists, etc.

yes

Table 1.2: Temporary TDB File Descriptions
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When Samba has been packaged by an operating system vendor, the startup process is typically a custom feature of its integration
into the platform as a whole. Please refer to your operating system platform administration manuals for specific information
pertaining to correct management of Samba startup.

1.2.4 Example Configuration

There are sample configuration files in the examples subdirectory in the source code distribution tarball package. It is suggested
you read them carefully so you can see how the options go together in practice. See the man page for all the options. It might
be worthwhile to start out with the smb.conf.default configuration file and adapt it to your needs. It contains plenty of
comments.

The simplest useful configuration file would contain something like that shown in Another simple smb.conf File.

Example 1.2 Another simple smb.conf File

[global]

workgroup = MIDEARTH
[homes ]

guest ok = no

read only = no

This will allow connections by anyone with an account on the server, using either their login name or homes as the service name.
(Note: The workgroup that Samba should appear in must also be set. The default workgroup name is WORKGROUP.)

Make sure you put the smb . conf file in the correct place. Note, the correct location of this file depends on how the binary files
were built. You can discover the correct location by executing from the directory that contains the smbd command file:

root# smbd -b | grep smb.conf

For more information about security settings for the [homes] share, please refer to Securing Samba.

1.2.4.1 Test Your Config File with testparm

It’s important to validate the contents of the smb . conf file using the testparm program. If testparm runs correctly, it will list
the loaded services. If not, it will give an error message. Make sure it runs correctly and that the services look reasonable before
proceeding. Enter the command:

root# testparm /etc/samba/smb.conf

Testparm will parse your configuration file and report any unknown parameters or incorrect syntax. It also performs a check for
common misconfigurations and will issue a warning if one is found.

Always run testparm again whenever the smb . conf file is changed!

The smb . conf file is constantly checked by the Samba daemons smbd and every instance of itself that it spawns, nmbd and
winbindd. It is good practice to keep this file as small as possible. Many administrators prefer to document Samba configuration
settings and thus the need to keep this file small goes against good documentation wisdom. One solution that may be adopted is
to do all documentation and configuration in a file that has another name, such as smb.conf .master. The testparm utility
can be used to generate a fully optimized smb . conf£ file from this master configuration and documentation file as shown here:

root# testparm -s smb.conf.master > smb.conf

This administrative method makes it possible to maintain detailed configuration change records while at the same time keeping
the working smb . conf file size to the minimum necessary.
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1.25 SWAT

SWAT is a Web-based interface that can be used to facilitate the configuration of Samba. SWAT might not be available in the
Samba package that shipped with your platform, but in a separate package. If you need to build SWAT please read the SWAT
man page regarding compilation, installation, and configuration of SWAT from the source code.

To launch SWAT, just run your favorite Web browser and point it to http://localhost:901/. Replace 1ocalhost with the name of
the computer on which Samba is running if that is a different computer than your browser.

SWAT can be used from a browser on any IP-connected machine, but be aware that connecting from a remote machine leaves
your connection open to password sniffing because passwords will be sent over the wire in the clear.

Please note that re-writing the configuration file using SWAT will remove all comments! More information about SWAT can be
found in The Samba Web Administration Tool.

1.3 List Shares Available on the Server

To list shares that are available from the configured Samba server, execute the following command:

$ smbclient -L yourhostname

You should see a list of shares available on your server. If you do not, then something is incorrectly configured. This method can
also be used to see what shares are available on other SMB servers, such as Windows 2000.

If you choose user-level security, you may find that Samba requests a password before it will list the shares. See the smbclient
man page for details. You can force it to list the shares without a password by adding the option —N to the command line.

1.4 Connect with a UNIX Client

Enter the following command:

$ smbclient //yourhostname/aservice

Typically yourhostname is the name of the host on which smbd has been installed. The aservice is any service that has been
defined in the smb . conf file. Try your username if you just have a [homes] section in the smb . conf file.

Example: If the UNIX host is called bambi and a valid login name is fred, you would type:

S smbclient //bambi/fred

1.5 Connect from a Remote SMB Client

Now that Samba is working correctly locally, you can try to access it from other clients. Within a few minutes, the Samba host
should be listed in the Network Neighborhood on all Windows clients of its subnet. Try browsing the server from another client
or "mounting" it.

Mounting disks from a DOS, Windows, or OS/2 client can be done by running a command such as:

C:\> net use m: \\servername\service

Where the drive letter m: is any available drive letter. It is important to double-check that the service (share) name that you used
does actually exist.

Try printing, for example,

C:\> net use lptl: \\servername\spoolservice
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The spoolservice is the name of the printer (actually the print queue) on the target server. This will permit all print jobs that
are captured by the Iptl: port on the Windows client to be sent to the printer that owns the spoolservice that has been specified.

C:\> print filename

1.5.1 What If Things Don’t Work?

You might want to read The Samba Checklist. If you are still stuck, refer to Analyzing and Solving Samba Problems. Samba has
been successfully installed at thousands of sites worldwide. It is unlikely that your particular problem is unique, so it might be
productive to perform an Internet search to see if someone else has encountered your problem and has found a way to overcome
1t.

If you are new to Samba, and particularly if you are new to Windows networking, or to UNIX/Linux, the book ‘Samba-3 by
Example’ will help you to create a validated network environment. Simply choose from the first five chapters the network design
that most closely matches site needs, then follow the simple step-by-step procedure to deploy it. Later, when you have a working
network you may well want to refer back to this book for further insight into opportunities for improvement.

1.5.2 Still Stuck?

The best advice under the stress of abject frustration is to cool down! That may be challenging of itself, but while you are angry
or annoyed your ability to seek out a solution is somewhat undermined. A cool head clears the way to finding the answer you are
looking for. Just remember, every problem has a solution — there is a good chance that someone else 